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Abstract:

Information exchange by device to device was
mainly active while in beginning of the l1oT.
The approach has increasingly expanded to
incorporate  human experiences as well,
leading to an age of Internet-of-Everything. A
large proportion among applications, along
with smart cities, Overcrowding and waste
disposal, overall well-being, defense, sales,
operations, emergency services, Medical
treatment and factory control, are empowered
by 10T technology. 10T is a technology on a
grand scale connect to something, anything, at
any moment, location, platform support, as
well as other node. This one has a major
impact over the whole block chain.
Heterogeneous network connectivity-enabled
organizations, intelligent objects and
applications, networks as well as program that
are built as a clever, universal system of smart
devices. In several areas, The Internet of
Things (10T) is in operation, and it binds to
complicated systems, communicate through
extreme atmospheres, and distributed upon
several unrestrained frameworks, so they face
numerous protections problems as well as
difficulties Since the Internet of Things
represents a possible forum to incorporate any
kind of network and complicated structure,
flaws inherent in the individual structures
accessible across the embedded network may
be encountered. This paper discusses the
security concerns of individual 10T interlinked
systems and their effect on the interconnected
10T device.
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I.  Introduction

Our planet today contains a tremendous number
of devices and mobile equipment that constantly
track, gather, consolidate, and process a
convincing amount of our personal data [1]. Our
area, contact list, surfing activities, and fitness
and health records might include such details [2].
Computer devices mainly motivate the detecting,
collection and dissemination of certain intense
private information through personal computers:
When systems become intelligent, it may be able
to properly respond to our wants, desires, as well
as emotions and remedy the situation (e.g., a
residential security system can react to a fire or
break-in). Unfavorably, this simplicity leads to
the problem of protection & unauthorized,
malicious agent, confidential, personalized
details will result in substantial harm to our
assets, public image, as well as personal
protection [3]. This system also carries properties
in addition to our private info added during
manufacturing supply chain by their suppliers at
different times. These have modes that Fuse,
firmware, and debugging are also included.
Access to such properties without authorization
would result in the destruction of millions of
dollars in patented copyrights and the potentially
harmful misuse of assets [4]. These vulnerability
flaws can be disastrous with the ubiquitous
implementation of these appliances. The point of
creating such potentially disastrous flaws in
electronic systems is not simply academic.
Unfortunately, that can happen all too quickly in
reality. There have been several demos that by
using the programming interface, attackers can
quickly insert direct injection of malicious
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programs into a wearable interface and then gain
confidential user data. Targets towards
pharmaceutical devices that are implanted, like
implantable cardioverter defibrillators [5], have
been found to severely endanger patient
protection. A growing trend is also seen by
attacks on business and urban infrastructure.
increasing number computing sensors and
integrated instruments are found in several
upscale vehicles in field of automotive embedded
systems. Because of the lack of security
safeguards at those systems, like the electronic
control unit attack, the intruder will take control
of the vehicle [6]. This will pose a significant
safety threat to the driver. Attacks on urban
infrastructure, such as attacks on transportation
and logistics, will impact the social order [7]. We
consider the continuum of 10T security problems,
methods, and experience in this article. In certain
ways, loT protection is special and faces
numerous problems distinct from those in other
electronic devices' security assurance, such as
desktops, notebooks, servers, or even personal
devices [8]. on every layer of the loT, we
routinely examine security risks and privacy
problems [9]. Attacks will take place on each
layer, and we need to secure the whole framework
of the loT, not just the basic technologies.
Various device scenarios are based on taxonomy
of 10T protection and vulnerabilities. This offers
an empirical framework for numerous IoT
technologies to be covered. Treaties against
Internet of Things (10T) design are defined, and a
variety of attack scenarios are elaborated. we
discuss those loT security problems [10]. the
viewpoint of loT security specifications, we
discuss the concept protection system and
security mechanism.

Il. Types of IoT Networks

Networks are divided into categories based on
the distance range they provide.
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Figure 1: Types of 10T Network

WAN (Wide Area Network): A network
that stretches across a wide geographical
region and puts together numerous smaller
networks, including LANs and MANSs.
MAN (Metropolitan Area Network):
A large network operated by microwave
transmission

technologies over a certain metropolitan are
a [11].

CAN (Campus/Corporate Area Network)
A network that unites smaller networks of
local communities within a restricted
geographical region (enterprise, university).
LAN (Local Area Network) A network

that covers one building's area.
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e) PAN (Personal Area Network) anet to link
up devices within a radius of roughly one or
a couple of rooms.

f) BAN (Body Area Network) a network to
connect wearable computing devices that
can be worn either fixed on the body, or near
the different
or embedded inside the body (implants).

body in positions,

g) NFC (Near-Field Communication) a low-
speed network to connect electronic devices

at a distance within 4 cm from each other.
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Possible  applications are contactless
payment systems, identity documents and
keycards [12].

h) A Nano Network a set of small devices

(sized a few micrometers at most) that

perform very simple tasks such as sensing,

computing, storing, and actuation. Such
systems are applied in biometrical, military

and other nanotechnologies [13].

Classification of 10T Security Attacks.

CLASSIFICATION OF IOT SECURITY ATTACKS

NETWORK
ATTACK

PHYSICAL
ATTACK

-Node Tamperingfi-Traffic Analysis

-RF Interface -RFID Spoofing

-Node Jamming
~Malicious

Node Adware

-RFID Cloning
-RFID Unauthorised

Access

-Physical -SinkHole Attack
Damage -Man in the middle
-Social -Denial of Service

Engineering
Attacks
-Sybil Attack

-Sleep

Deprivation

-Malicious Code

Injection

SOFTWARE
ATTACK

ENCRYPTION
ATTACK

-Side Chanel
Attack

-Virus and Worms
-Spyware and
Malicious -Cryptanalysis
Node Adware Attacks
-Man in the

middle Attack

-Trojan

Social Horse

-Malicious Scripts

-Denial of Service

-Routing Information

Figure 2: Classification of 10T Security Attacks

A. Physical Attacks

It is focused on the system's hardware
components.

1) Node Tampering: Physically modification
the vulnerable node in this assault intruder and

may access confidential data such as encryption
key.

2) RF Interference on RFIDs: By transmitting
noise signals over radio frequency signals, the
intruder conducts a Denial - of - service. For
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RFID communication, certain signals are used
[14].

3) Node Jamming in WSNs: The intruder will
interfere with wireless communication by using
a jammer. This induces service assault denial.

4) Malicious Node Injection: In this attack, a
new malicious node is physically inserted
between two or more nodes by the attacker. It
then alters the data to transfer the erroneous data
to other nodes [15].

5) Physical damage: The hacker physically
destroys 10T device components which results in
a Denial-of-Service attack [16].

6) Social Engineering: The perpetrator
physically communicates with members of an
10T device and manipulates them. To fulfill his
aims, the perpetrator obtains classified
information [17].

7) Sleep Deprivation Attack: The attacker's
intention is to use extra power to temporarily
close nodes [18].

8) Insertion of malicious code: The adversary
physically inserts a malicious code into the 10T
device node. The intruder is able to get total
control of the 10T system [19].

B. Encryption Attacks

Such attacks rely upon breaking encryption by
extracting its secret keys.

1) Side-channel Attacks: The intruder uses
information from the side channel that is emitted
by system encryption. It is not the plaintext or the
cipher text, it contains power information, the
time taken to perform the operation, the
frequency of faults, etc. This data is used by the
intruder to detect the secret keys [20].

There are various kinds of side-channel attacks,
such as timing attacks, Simple and Differential
Power Analysis, and Attacks for Differential
Fault Analysis.

2) Timing Attack: Timing attacks are
based on the time needed for operations to be

Published Online 4-05-2021

carried out. This includes information about the
hidden keys. An attacker can obtain fixed Diffie-
Hellman exponents, factor RSA keys, and break
other cryptosystems by using this knowledge
[21].

3) Cryptanalysis of a Simple Modular
Exponentiation: Diffie-Hellman and RSA
operations involve calculation of R =y mod n,
where n is public and y can be obtained by a
listener [22].

C) Cryptanalysis Attacks: During this attack,
by using either plaintext or cipher text, the
adversary obtains the encryption key. There are
distinct types of cryptanalysis attacks depending
on the methods used [23].

1) Cipher text Attack only: This helps the
attacker to view the cipher text and to decide the
necessary plain text [24].

2) Known Plaintext Attack: In this form, for
certain parts of the cipher text, the attacker knows
the plaintext. The goal is to decrypt the remaining
part of the cipher text that uses this data [25].

3) Plaintext Attack Chosen: The attacker will
pick which plaintext is encrypted and find the key
for encryption.

4) Chosen Cipher text Attack: The attacker
finds the encryption key by using the plain text of
the chosen cipher text [25].

D) Man in the Middle Attacks: The attacker
intercepts the conversation and acquires the
secret key when two people exchange the Secret
key [26].

E. Network Attacks

Such attempts are aimed at the 10T device's
infrastructure.

1) Traffic Analysis Attacks: To gain network
information, the attacker intercepts and
analyses replies.

2) RFID Spoofing: RFID signals are spoofed
by an adversary. The information which is
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transmitted from an RFID tag is then captured.
Spoofing attacks send misleading data that
seems to be right and that is approved by the
system [27].

3) RFID Cloning: During this attack, the
opponent copies data to another RFID tag
from a pre-existing RFID tag. It does not copy
the RFID tag's original ID. The attacker is able
to insert incorrect data or monitor the passage
of data through the cloned node [28].

4) RFID Unauthorized Access: When the
RFID systems do not have proper
authentication, then the opponent will
monitor, change or delete information on
nodes [29].

6) Man in the Middle Attacks: The intruder
intercepts contact between both the pair of
nodes over the internet. By eavesdropping,
they collect confidential data [30].

7) Denial of Service: An intruder loads the
channel with heavy traffic so that its intended
users do not have access to the services [31].

8) Routing Information Attacks: During this
attack, by spoofing, altering or sending
routing information, the attacker can render
the network complex. It leads in packets being
permitted or dropped, incorrect data being
forwarded or the network partitioned [32].

9) Sybil Attack: Suspicious nodes which
takes the identities of several nodes and
behaves like them in this attack. For example,
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in the Wireless Sensor Network, the single
node voting system may vote several times
[33].

F. Software Attacks

For stealing information, refuse facilities, and so
on, the intruder employs viruses, parasites,
ransomware, and bloatware.

1) Phishing Attacks: The intruder acquires
private data such as user-name, passwords by
e-mail spoofing and by using fake sites [34].

2) Virus, Worms, Trojan Horse, Spyware
and Aware: By using malicious code, an
adversary will harm the device. Via email
attachments, these codes are transmitted by
downloading files from the Internet. Without
any human action, the worm has the capacity
to reproduce itself. To detect the virus, we can
use worm detectors, anti-viruses, firewalls,
intrusion detection systems [25].

3) Malicious Scripts: An attacker can gain
access to the system by injecting a malicious
script.

4) Denial of Service: By refusing services, the
attacker excludes users from the application
layer.

Companies in the technological fields,
entertainment, media, as well as t-
communications, take a common approach.
According to the same survey, percent of them
included cyber security also as deciding factor in
business decisions [26].

Table 1: Cyber security Survey

2012 2014 2016 2018 2020
Insufficient Insufficient Insufficient Insufficient Insufficient
1 financial financial financial financial Cyber security
capital capital capital capital budget
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Risks are Risks are Risks are Specialists are Insufficient
2 getting more getting more getting more not always Cybersecurity
complex complex complex available personnel
Risks are
Sgcu_rlty Specialists are | Specialists are getting more Risks are
Specialists are complex and ;
3 not always not always . getting more
not always . . Methodologies
. available available complex
available are not well
reported.

Source: NASSCIO Cyber security studies.

IV. Analysis of 10T Security, Threats,
Attacks and Possible Solutions.

The loT faces different forms of threats,
including aggressive attacks and passive attacks,
which can effectively interrupt the features and
eliminate the advantages of its services [27]. An
attacker only detects the node or can steal the
information in a passive attack, but it never

strikes physically [28]. the active attacks
physically interrupt the effectiveness. Such active
threats are split into two additional categories:
internal attacks and external attacks. This
insecure attack will stop the devices from
communicating smartly. Therefore, to protect
computers from destructive attacks, security
restrictions must be enforced [29].

1.02

Figure 3: loT
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Other

Denial of services (DoS) Style Attacks

Unsecured loT Databases or data Stores

Unsecured Network between loT Endpoints and
Central Networks

Unsecured Application Security Vulnerabilities
within loT Systems

Poor Authentication of loT Endpoints

Physically Unsecure Endpoints

5%

27%

27%

42%

47%
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55%

63%

10% 20% 30% 40% 50% 60% 70%

Figure 4: Security Vulnerabilities in web apps

As per studies, website security breaches are
still a major issue, with more than a third of

internet-dependent web
classified as high danger.

m Critical ® High

Medium Low

Figure 5: Vulnerabilities in Internet Application
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Internet-Facing Application %
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4%

e 30%
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Figure 6: Vulnerabilities in Internet-Facing Application

Source: Cyber security report 2020 by Deloitte-NASCIO
What's more, the dilemma is so severe that even
nations are focusing on this part. In 2020, 60
percent of states will review the code and carry
out program protection checks. This is an
improvement of 6 per cent from 2019[30].

(A) Many by bug bounty schemes, are trying
to find and fix vulnerabilities:

In 2019, Google paid out 2.5 million bug
bounties, for a total of 21 million dollar
from 2010.

In 12 months, Microsoft charged almost
$14 million worth of bug bounties [31].
Facebook already has a bounty scheme
and in 2020 it will grant about $2 million
in just under 10 months. To date, the
highest reward has been $80,000[32].
Vulnerability with a significant or pivotal
danger accounted for 40% among all
vulnerability. Vulnerability that was
moderate at threat accounted for 21.05
percent among all vulnerability. [33].

(B) The number of 10T attacks is on the rise

Whereas if number of 10T devices keeps
going to grow at an exponential rate, so
will the corresponding privacy concerns.
The statistics speak for themselves[34].
According to estimates, the internet
penetration Rate will increase from 31

billion in 2020 to 35 billion in 2021 and
75 billion in 2025 [35].

(C) Protection Today's The 2020 IloT
Rundown

The number of cyber-attacks on loT
users rose by 300 percent in the first half
of 2019. (F-Landscape of Stable Attack
H1 2019) [36].

It accounted for 2.9 billion activities
which marked the first time that figures
approached one billion [37].

(D) F-Secure Attack Landscape Report 2019

69% of companies have networks that
consist of more 10T gadgets than servers
[38].

84% of security practitioners claim
computers are less vulnerable than loT
machines.

Threat events affecting 10T products
have affected 67% of companies [39].
Just about 21% of security professionals
agree that their existing security
measures are appropriate [40].

With 39 percent calling it a top priority,
stability is a key concern for 10T
developers [41].
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Compared with 2017, the total humber of IoT
attacks remained strong in 2018 and stable. The
most compromised computers were routers and
wired cameras, accounting for 75% and 15% of
the attacks, adequately [42].

Published Online 4-05-2021

(E)Vulnerability Study on Internet Protection
by Symantec

o Communication protection (43%) and
data encryption are the most frequently
used techniques in loT security (41
percent) [43].

50%
43%

45% 41%
40%
35%
30%
25%
20%
15%
10%

5%

0%

Communication Data Encryption at JWT tokens Distributed Ledgers
Security rest

m 2020 = 2019

Figure 7: Top Security Technology

(F) 10T Developer Survey Key Findings

e Until 2022, 10T security expenditure is
projected to expand at an annual

o [43].

Copyright © Authors

compound growth rate of 44%, reaching
nearly $4.4 billion.

o Malware was the cause of the majority of
loT security attacks between 2015 and
2017
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Malware —24%

Man in the Middle _22%
Brute Force _ 18%
Denial of Service _ 15%
Unknown _ 9%
Physical Tampering _7%

Hacked Encryption P 4%

Figure 8: 10T Security Market Report 2017-2022

As we've seen, the core attack strategy is control (15%) and encryption techniques 14
default passwords, so the key 10T protection percent [44]. (loT Security Market Report
problems Identity verification (32%) is the 2017-2022).

most pressing question, guided by access

Privacy
Server Security |
Passwords
Firewall
Update System
Data Leakage
Hardware / Chip Security
Network Security
Protection against theft/ manipulation at the edge
Unpatched vulnerability
Use of loT-devices as potential gateways into...
Data encryption

Access control

Authentication/authorization

0 5 10 15 20 25 30 35

Figure 9: Improvements in 10T security
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(G) 10T Security Market Report 2017-2022

e 57% of 10T systems could be vulnerable to
attack. (The Linked Enterprise's Palo Alto
Networks: 10T Security Research 2020) [45].

e Just 4% of developed people think their loT
protection policies have no room for change.
17% say there is a need for a complete
redesign [46]. (The Linked Enterprise's Palo
Alto Networks: 10T Security Research 2020)
[47].

e Toboost 10T system security, only around one
in five IT decision-makers use micro-
segmentation. (The Wired Company in Palo
Alto Networks: 10T Security Study 2020)
[48].

(H) Social media scams and attacks spread like
wildfire

Social networking sites have been a honey mine
for cybercriminals and fraudsters, with billions of
consumers and daily usage skyrocketing [49].
Social network habits appear to be shifting, but
actions do not follow suit, leaving malicious
actors with plenty of resources around the globe
to steal data and defraud people [50].

e For a whopping 849 million leaked
documents in 2019, Facebook leaks were
liable. Comparatist.

o When it comes to protecting their entries,
96 percent of Baby Boomers, 94 percent
of Generation Xers, 93 percent of

Published Online 4-05-2021

Generation Z, and 92 percent of
Teenagers fear social networks [51].

A vast majority (94 percent) of all users posting
personal details on social networks and 95
percent of client surveyed feel a general sense of
mistrust towards social media networks [52].
They would rather forgo using social platforms
than search engines if offered the option of
""choosing the lesser evil” [53].

(1) Web of Profit: Channels for social media
and the cybercrime economy

e 500 social media communities
committed to fraud were identified by
RSA, with a total of 220,000 users.
Among all, 60 percent were on Facebook
[54].

o WhatsApp is a common contact medium
for fraud, although Twitter is not popular.

e About 15,000 stolen credit cards
promoted on different social media
networks were noticed by RSA during its
analysis [55].

e At least 20 percent of social media
infections originate from social media
network add-ons or plugins [56].

e Phishing on social media is growing,
with social networks responsible for 8%
of attacks [57].

35%
30% -
25% -
20% -
15%
10% -
5% -
0% T T T ‘
A great deal Some Not Very Much Do Not trust at Prefer not to
all say
Figure 10: Channels for social media and the cyber - crime economy
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(J) Cyber security spending trends

Nowadays, nearly everyone is victim of cyber
threats. Some firms (about a third) detect threats
on a weekly basis and organizations surveyed (93
percent) agree that in the prior 12 months they
have suffered a cyber threat [58]. Malicious
hackers often have a form: they choose mid-size
businesses with 5,000-9,999 workers because
they are the most affected by active cyber-attacks
[59].

In 2020, 62% of companies are preparing
to invest more on cyber defense.
53% of companies in 2018 raised their
spending for cyber security [60].

Published Online 4-05-2021

15% of organizations have a sizeable IT
defense budget of over $10 million,
while 37% invest less than $200,000[61].
44 percent of 9,500 administrators in 122
countries polled by PWC say they do not
have an overall plan for information
security [62].

The dilemma goes broader than that: 48
percent of these 9,500 executives
reported that they do NOT have a safety
awareness training program for their
workers [63].

In order to help them deal with future
threats and compromises, 54 percent of
them still lack an incident management
process [64].

H Well m Not Well
73% 76%
62% °8% 64%
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38% 32% 36%
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Figure 11: Priorities for improvement when a breach occurs: how organizations perform

(K) Global Information Security Survey.

For an average of 146 days before detection,
an attacker resides within a network. (As
from Microsoft) [65].

86% of managers believe that "taking
business resilience towards the next level
requires an impressive new Internet vision
[66]."

Copyright © Authors

On average, 13% of the overall IT budget is
taken up by IT security.

66% of executives surveyed identify
security spending with income from each
business line.

Over 75 percent of their security event data
can be processed by only 1 in 10 companies
[67].
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e About 30 percent of businesses that have
experienced attacks have not been able to
identify the motive [68].

e 41% of business leaders admit costs "at least
twice the amount lost to cybercrime on
investigations and related interventions [69].

e Only 6 percent of businesses in financial
services are truly happy with their cyber
security program outcomes [70].

As awhole, 92% of organizations in key areas are
concerned about their information security
functions. A key problem is resources: 30 percent
of companies are struggling with shortages of
skills, while 25 percent cite budget constraints
[71].

(L) Global Information Security Survey 2018-
2019.

Some of the missing puzzle pieces include:

e Better cloud security, as 53% of
organizations host at least 50% of their
cloud infrastructure[72].

e Upgrading to newer software; 50% of
local authorities in the UK, for example,
rely on unsupported server software [73].

Published Online 4-05-2021

e Lagging security awareness training: In
the last 12 months, only 20 percent of
companies have sent any employees to
internal or external cyber security
training [74].

e Only 27% of UK companies have a
formal cyber security policy or policy in
place [75].

e Restrictions on human resources: over 50
percent of companies are "re-training
current IT employees to address cloud
security issues"[76].

(M) Cyber security figures, businesses are
trying to progress in a number of ways:

e 85% of businesses are interested in
managing pass codes with new
authentication forms [77]."53 percent use
machine learning for purposes of cyber
security".

e 86% of companies have looked into the
idea about using machine learning and
artificial intelligence implementations
[78].

e 51% of organizations surveyed are now
investing more in cyber analytics [79].
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Figure 12: Cyber threat Defense Report
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Source: -Imperva 2019 Cyberthreat Defense
Report

In order to achieve these improvements and more,
organizations worldwide are increasing their
spending [80]. However, information security
spending numbers show there are many
differences across sectors and company sizes.
53% confirm an increase in their budget [81].

V. Discussion and Conclusion

There are several other loT security papers
published, but not that most have discussed IoT
security relation to the recent 0T demand. Our
research looked at stable loT connectivity
standards as well as emerging loT security
patterns. A compact hierarchical protocol with
cognitive shielding of private keys is supported
by an encoded authentication architecture and
labeling. 10T protection & privacy concerns
gained a tremendous amount of interest from the
scientific communities and were discussed at
various levels. Explored loT protection and
privacy problems. the implementation of loT
protection and the solutions proposed for them.
For embedded systems, a quick and easy
encryption scheme has been developed. Second,
the numerous sorts of loT attacks were mentioned
(physical, remote, local, etc.). Third, they
concentrate on the frameworks and classification
and applied for the purpose of access control and
permission. Finally, at various layers, they
examine security problems malware detection, to
reinforce the protection of loT devices, access
control, authentication, and secure congestions of
methodologies utilizing machine learning have
also been recommended. In this area, as we
discussed in the obstacles segment, believe across
agents is problematic for protecting loT devices.
As the devices communicate with other devices
deployed by another vendor, only authorized
systems would be able to sync and relay data to
either of the parties. For trust to be created,
devices must have a unique identity. An loT
confidence management system that also
proposed a machine learning-based design for
that Since 10T devices might be free to invade and
leave the system at any time, flexible confidence
as in loT framework is possible. Another new
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environment whereby program that facilitates
artificial intelligence and machine learning
manages networking and resources is system
automation and purpose-based networking. An
interesting field of research could be the
association of software-defined networking
among intended-based networks to improve
network performance with enhanced usability.
This is a modern field of study, so standardization
is imperative. The use of intended-based
networking for 10T devices and security together
with SDN is indeed an open area of research.
Future Work Protection is an essential concern
with 10T, as we've seen, and as loT expands to a
variety of markets and utilities, such as factories,
administration, and body guards, it will become
increasingly essential to preserve confidential
information and information systems from risk.
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