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Abstract

Data increased daily and has a significant role
in every field, like industries, medical, etc. The
data is captured, stored, and it is processed to
retrieve the necessary data. Security and privacy
play an essential role when critical data is shared
among users in a distributed environment. These
challenges are to be addressed. Mainly they are
highly required during sharing and storing vast
amounts of data. This paper presents a novel
solution to secure the vast data with Attribute-
based encryption (ABE), providing access
control that prevents unauthorized user's access.
Moreover, query optimization is provided in this
paper to retrieve the required encrypted data
from the big data quickly.

Keywords: Attribute-based encryption (ABE),
Query Optimization, Mapreduce.

1. Introduction

Attribute-based encryption (ABE) [1, 2]
was introduced in 2006 as a generalization of
identity-based encryption (IBE) [3, 4]. ABE exists
in two forms key-policy ABE (KP-ABE) and
ciphertext-policy ABE (CP-ABE). In KP-ABE, the
key master secret key and a master public key are
generated, and each user is defined with a policy.
The key is sent to the user, and a corresponding
secret key is also generated with the user's defined
policy. The sender needs to select some required
attributes from the set of universal user attributes to
encrypt any message and generates the ciphertext.
The ciphertext can be decrypted by the receiver
using only the matching secret key [47]. The
difference between CP-ABE and KP-ABE is that
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each user has its attribute subset, and a ciphertext
corresponds to a policy function f.

Several significant results are proposed to realize
ABE in the last few years. These schemes have
several types. One can be implemented to predicates
computable by Boolean formulas [2, 6-11] (which
are limited to log-depth computations). Another of
these has made some critical progress [12-16],
which can apply to sophisticated circuits. In 2013,
based on the Learning with Errors (LWE) problem,
Gorbunov et al. proposed a KP-ABE scheme [16]
called GVW13, in which the predicate is the
arbitrary polynomial-size circuits. So for an ABE
system with a more number of users, and an
efficient revocable mechanism is essential and vital.

The network’s size has been increasing
hugely, and data security in transmission became an
important issue that needs to be considered [29].
The sender always wants to send the data more
securely, ensuring that an eavesdropper does not
read his message. To protect the data-in-transit,
several encryption algorithms are regularly used in
which the sender sends the encrypted data
encrypting using the receiver public key. The
receiver can recover the encrypted message into
direct data only by the authorized user with their
associated private key. The users share the key to
communicate between two users where the sender
sends the data, and the receiver receives it
However, in today's world, where high-speed
internet is available, and several applications
evolving, data is complex and stored in distributed
environments [30]. The data storage may be on a
local server or a remote server like an unknown
cloud environment. In this type of environment, the
data storage service provider should give users
access to their data such that the other unauthorized
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users should not be able to access that data publicly
or store the data. This type of environment, as with
the traditional encryption algorithms, is not
sufficient. Instead, fine-grained access control of the
data only with the legitimate users is required [31].
To do so, a ciphertext attribute-based encryption
algorithm with query optimization and map-reduce
is proposed in this paper.

2. Related Work

Data had rapid growth in the usage of the
internet. A mechanism to provide trust and security
is required to protect the sensitive and vital data that
is to be stored in huge on data servers. Several
encryption algorithms encrypt and protect the data,
such as DES, AES, RC5, Diffie Hellman, blowfish,
ElGamal, etc. These algorithms are robust but are
breakable if the key is with anyone, either he is a
legitimate user or an attacker [32-35]. Access
control has become a crucial mechanism that
enforces user access policies only to users who are
authorized. A fine-grained access  control
methodology is being implemented where an access
control policy is defined to access that data during
encryption. The fundamental problem with existing
algorithms is that they are prone to cryptanalysis
since the same ciphertext is generated with the same
key any number of times. If the key is lost, the
encrypted data can easily be decrypted. There are
other numerous types of attacks that can be

performed on modern cryptosystems. Linear
cryptanalysis, integral  cryptanalysis, mod-n
cryptanalysis, partitioning cryptanalysis, Traffic

analysis, interpolation attack, brute force attack,
Boomerang attack, timing attack, etc., are a few of
the attacks. Initially, identify based encryption
(IBE) is used, which encrypted and decrypted data
using the users' identities, but the drawbacks of IBE
is that the identities of the user are revealed.

To overcome their problem, ABE was
proposed by Sahai and Waters in 2005. ABE
provides both security and access control. It is a
public-key encryption algorithm that allows users to
encrypt and decrypt data using user’s attributes. The
secret key of the user and the ciphertext generation
depend on attributes. The ciphertext can only be
decrypted, only if the set of attributes of the user
key matches the ciphertext attributes. An adversary
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that holds multiple keys should only be access data
if at least one individual key grants access [37]. In
this implementation of ABE, the user can decrypt
the ciphertext only if the required secret key that
matches the attributes used in encrypting the plain
text is provided. On the other side, even adversaries
can get some data parts. However, they cannot be
understood as the relation with the whole big data is
different. Hence, the proposed method will encrypt
only some parts of the data randomly. Generally, the
big data path is at the level of | bytes that can be
processed and stored easily. It can also be
transmitted at ease.

Query optimization plays a vital role in
retrieving data. The amount of time spent on the
implementation of an optimized query plan and the
quality are trade-offs. They should be balanced, and
there are different ways to balance them. Generally,
the query plan execution is implemented in a tree
where the nodes are arranged in the tree structure.
The intermediate results are retrieved from the
bottom of the tree to the top of the tree, which
finally gives the optimized result. As this
implementation takes more execution time, the
proposed work does query optimization in a
distributed manner, explained in the next section.

3. Proposed System

Security plays a significant role in the data
stored in a remote server or a cloud environment at
a remote place. To store and perform computation in
big data, the Hadoop platform is chosen, a
distributed environment where big data can be
stored efficiently. Additional security measures are
required in a distributed system than a centralized
system due to numerous users using different data
with  distributed control. In the distributed
environment, the intruders are categorized as
passive attackers who listen to the message
communicated on the network and active attackers
who listen to the message transmitted and modify
and fabricate the message on the network. To ensure
security on the network, data should be prevented
from attacks by the intruder. In distributed
environments, the security of data in transit and the
security of data at rest need to be adopted.

To ensure that only authenticated users can access
the data, access control measures need to be adopted
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. To protect the data, encryption techniques are
implemented. Data encryption can be done in two
ways. The first is that the data is encrypted by the
users and stored in an encrypted format. The users
fetch the encrypted data and then decrypt it. Key
management is the responsibility of the user
himself. The second way is that the storage provider
does the encryption. For security purposes, the users
store and retrieve the data without realizing that data
is stored in an encrypted form.

In this proposed system, a cipher—policy attribute-
based encryption is used. ABE has four algorithms,
as shown in figure 3.1, and they are:

1. Setup
2. Key generation
3. Encrypt
4, Decrypt
|
7 (et of ateribures)
Setup ME- . KeyGen
' 1
T IEy)
¥ ;_fl\.-l... Ky —‘
R Deerypt Delepate
Enerypt —— T t )
—Message—¥ TSR =1 FCy
Meslsage SK!.-; |
A\l
Figure 1: CPABE Construction
1. Setup (P):

The setup algorithm takes security parameters P
as the input and generates the master public key
MK.

2. Key generation (MK, U):

This algorithm has taken the master public key
MK and set of users attributes U as input, and
generates a secret key SK that satisfy the access
policy defined with the user attributes.

3. Encrypt (MK, M, A):

This algorithm has taken as input master public
key MK defined with access structure A over the
attribute F € U, the set of attributes. The algorithm
encrypts the message M and produces the ciphertext
CT.
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4. Decrypt (SK, CT, F):

This algorithm takes the secret key SK,
ciphertext CT over the attribute F as input and
decrypts the ciphertext to plain message M if and
only the attribute F given as input to decrypt the
message satisfies the access structure; otherwise, the
decrypted message is garbage.

To secure the data stored, CPABE is
implemented, and often, data is outsourced in an
encrypted format, which protects data from illegal
access. Nevertheless, the problem is with data
searching, which should be carried out accurately.
Hence, query optimization is applied to facilitate the
execution of the user's exact query matching.

3.1 Distributed Query Processing

In the distributed environment, a query's
processing is optimized at the name node and data
node. The data is fragmented into chunks, and
replicas of the chunks are stored across multiple
data nodes to enhance the data's robustness. The
name node has the complete path information and
the information about the data stored in the chunks.
The user requests are processed at the name node,
and mapping is made to the relevant data node. The
steps involved are as follows:

1.  The name node validates the user, and the
query is checked, translated, and optimized at the
name node itself.

2. In the next step, the name node
optimization generates an execution plan and
handles the query processing to the job tracker.

3.  The job tracker divides the query into
multiple task handles, and the tasks are assigned to
the task trackers, who in turn reply to the job tracker
on completion of the job.

4.  The data required has been retrieved from
the data nodes, and queries are optimized. Finally,
the query results are merged and sent by the task
trackers to the job tracker and, in turn, to the name
node.

5. The name node is finally responsible for
sending the result to the queried users.
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There is a possibility of adversaries getting some
chunks of data but they cannot understand the data
as the data chunks are been stored in an encrypted
format.

4. Analysis and Comparison
4.1 Efficiency of the proposed scheme

If the data is transmitted locally, there are no
issues with the data's size, but if the data from the
user to be transmitted to a remote server, it is a
difficult task. In the proposed scheme, the divided
data chunks are stored on different storage servers,
as long as a certain amount of redundant data
backup strategy is chosen. Even if some of the
storage servers fail, the data stored will not be
affected as the data's replicas are maintained. In the
proposed model, it is easy to prevent unauthorized
access when only the data's authorized user wants
to encrypt the data. It is practically impossible to
encrypt a massive amount of data stored directly in
real-time applications. This model is easy to share
the data with other users by distributing the secret
attribute and defining other users' access policies.

4.2 Security of the proposed scheme

If the proposed method's vulnerability is
computed, let x be an adversary who wants to
access the data illegally. However, the proposed
method defines an access policy such that only an
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authorized user can access the data, and if the
unauthorized user still tries to decrypt the data, the
data retrieved is some garbage. In the proposed
model, data is separated into n chunks, and these n
chunks will be stored as a minimum of three
replicas at m different storage servers. On
considering some situations, they assumed that the
adversary x knows the secret key of the chunks of
data in probability p such that O<p<l. The
probability that the adversary x achieves the access
policy on the data is pm, and when the probability
p is less, and the number of servers is more in
number, the probability pm will be very low.

4.3 Comparison with other schemes

As data is increasing and users are also
increased, initially, there are particular concerns.
Despite the challenges raised, it is reluctant to store
the vast data in servers and maintain them such that
the data is made available on need by numerous
users. Later, the data complications with the
security and privacy of the data played a significant
role. In work [38], a survey on different security
risks that focus on different security issues is
concerned. The traditional encryption schemes for
protecting data are mentioned, and different novel
schemes [39-40] have been proposed. The Table 1
represents comparison of different ABE Schemes.

Table 1: Comparison of different ABE Schemes

Criteria ABE KP-ABE CP-ABE
ABE with non
monotonic Criteria ABE KP-ABE ABE with Query
CP-ABE ABE KP-ABE | CP-ABE Optimization
ABE with non
Criteria
Fine Grained Access Control - Satisfied Satisfied Satisfied
Scalability - - - Satisfied
User Accountability - - Satisfied Satisfied
User Revocation - Satisfied Satisfied Satisfied
Comparing the proposed model with a traditional
scheme is figured in figure 2.
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Figure 2: Implementation of two schemes on big
data storage

The figure 2 represents that using the traditional
mechanisms, and even if the workload is less, it
takes time for query processing, but for the
proposed scheme, even if the workload increases
almost simultaneously, the queries are processed,
showing the best results. The figure 3 compares CP-
ABE with proposed scheme ABE with Query
optimization and shows good results. The accuracy
of retrieving the queried data of a particular user is
more compared to existing ABE implementation in
Big data.
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Figure 3: Comparison the accuracy of CP-
ABE and CP-ABE with Query Optimization

5. Conclusion

As the data's size is enormous, data encryption is
costly, which is of very much concern. Finally, this
paper presents a novel solution to tell the
importance of the study to protect users' security
who wants to access the stored data at a remote
place. The proposed techniques improve the
performance in preserving access to the individual
user. Even though practitioners' adopting these
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techniques is a difficult task, its provision for high
security makes it to be adapted.

ABE with query optimization supports only one
privilege level, so it is not appropriate for quick
access management. It also helps to free from the
procedure and to challenge to perform complicated
operations. The experimental results show that the
ABE with query optimization is versatile with user
accountability, collusion resistant, and user
revocation even with big data. However, it's still
slow in some devices due to an integrated
mathematical process operation structure. Using
specific algorithms in the access policy, the
attributes are accustomed to generating a public key
to encipher the information and a secret key
consisting of wuser attributes to rewrite the
information. Further, it can be enhanced with
Hierarchical ABE, where an access policy to each
user is employed, providing more security
restricting the user's access.
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